Digital Citizenship!
Privacy:


Passwords:

· Do NOT use the word “password” as your password!  Duh!

· Your password should NOT contain person info (name, DOB, pet’s name, phone #)!

· Your password should be at least 8 characters long and should include uppercase characters, lowercase characters, #s, and special characters!
· You should NOT use the same password for everything!

· On a scale of 1-10, how secure are your passwords?  Explain! ______________________________
_________________________________________________________________________________


Privacy settings:

· Most apps, games, and social media platforms default to the “Public” setting, which means everyone has access!

· It’s up to you to check the privacy settings to see who has access (no one, friends, family, everyone).

· Location settings can be convenient, but they let everyone know exactly where you are!

· On a scale of 1-10, how secure are your privacy settings?  Explain! __________________________

_________________________________________________________________________________

Digital Footprint:


Personal Info:

· You should NOT post or share personal and private info on the internet, even if you think only some people can access it.
· You should NOT post or share info that would make it easy for someone to find you.
· On a scale of 1 to 10, how much of your personal info do you think is on the internet? Explain! ____

_________________________________________________________________________________

Oversharing:

· Contrary to popular belief, you do NOT need to share everything!

· The Myth of the Delete Button: Everything that you have ever posted and will ever post is on the internet forever; “deleting” it just makes it harder to find!

· On a scale of 1 to 10, how much do you overshare? Explain! _______________________________
_________________________________________________________________________________

Digital Citizenship . . .
Netiquette (Net + Etiquette):

THINK before you post or share:

· Is it True?  Helpful?  Inspiring?  Necessary?  Kind?  (Good advice in the real world too!!!)
· If you wouldn’t do or say something in real life, don’t do it online!
· On a scale of 1 to 10, how well do you THINK before you post or share?  Explain! _____________
_________________________________________________________________________________


Dos and Don’ts:
· Don’t SHOUT IN ALL CAPS!

· Do remember that the person(s) that you are communicating can’t see your expression or hear your tone of voice; sarcasm and humor can often be misinterpreted.
· Don’t forget to proofread.

· Do respect others’ privacy and your own.

· Don’t use the internet as a weapon (gossip, name-calling, unfriending).

· Do cool off before responding to messages in anger.

· On a scale of 1-10, how well do you follow the Dos and Don’ts of netiquette?  Explain! _________
_________________________________________________________________________________


“Friends” vs. Friends:
· Your “friends” online are NOT the same as the friends you know in real life!
· NEVER meet online “friends” IRL!

· Trust your instincts; if it seems creepy or dangerous, it probably is!

· When it comes to cyberbullying, NEVER respond and ALWAYS tell an adult!

· On a scale of 1 to 10, how well do you stick with actual friends over online “friends”?  Explain! 

_________________________________________________________________________________

_________________________________________________________________________________

